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Abstract  
Background: A nanotechnology-based approach offers researchers an opportunity to address the challenges of antimicrobial resistance. In this 

review, we summarize the antimicrobial properties, mechanisms, current synthesis trends, and limitations of green silver nanoparticles. 

Methods: The review examines a wide range of scientific databases, such as ScienceDirect, Scopus, PubMed, Google Scholar, and Web of 

Science, to assess the effectiveness, mechanisms of action, and synthesis of silver nanoparticles in overcoming the challenges of antimicrobial 

resistance. It accentuates the complexity concerns of using crude extracts and compound isolates in the synthesis of silver nanoparticles. 

Results: The use of crude extracts as reducing, capping, and stabilizing agents has been widely explored in the synthesis of silver nanoparticles 

because it is eco-friendly, non-hazardous, and economical. However, diversity and complexity present in the composition of crude extracts, with 

resultant effects on the size, shape, crystal structure, purity, reproducibility, surface chemistry, and toxicity of the silver nanoparticles, are a 

common challenge. The use of pure compound isolates has been suggested for the synthesis of silver nanoparticles to develop novel 

antimicrobial drugs for combating multidrug resistance. 

Conclusion: The use of pure compound isolates for synthesizing silver nanoparticles offers better control compared to crude extracts. However, 

it is crucial to consider factors such as the cost of isolation and purification, limited availability, reduced synergistic effects, and toxicity concerns 

at high concentrations of pure compounds, which potentially restrict their use as antimicrobial drugs. 
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Background 
 

Nanotechnology is fast becoming an important tool in research and 

medical industries, with the potential to help overcome the crisis of 

antimicrobial resistance (AR). In the past decades, nanomaterials 

(NMs) have been employed to combat pathogenic microorganisms 

due to their unique physical and chemical properties that make 

them highly reactive; their large surface area relative to volume 

enables intimate interactions with microbial membranes, as well as 

surface functionalization, which helps in developing alternative and 

more effective antibacterial agents [1-2]. The discovery of penicillin 

successfully controlled pathogens, making it a remarkable 

milestone in medical history and helping humanity escape the 

disastrous grip of infectious diseases [3]. However, penicillin 

resistance was documented in 1942, which led to the discovery of 

several classes of antibiotics with various targeting mechanisms, 

as shown in Figure 1. The introduction of these antibiotics in 

modern medical practice revolutionized healthcare. Unfortunately, 

microbes have developed resistance against most of these 

antibiotics, significantly limiting their potency and leading to 

treatment failure due to excessive and uncontrolled use, which has 

caused a significant rise in drug-resistant pathogens [4-5]. NMs of 

varying classes (metal-based, smart, nanoemulsions, liposomes, 

nanocomposites, polymers, and carbon-based) have been 

employed to combat and identify lasting solutions to the problems 

posed by AR. This phenomenon is because NMs can employ 

multiple bactericidal mechanisms, making it difficult for bacteria to 

survive and develop resistance. Among these classes, metal-

based nanomaterials (MBNMs) have been extensively studied for 

many biomedical applications due to their reduced size and 

selectivity for bacteria. The World Health Organization has said 

that MBNMs work against pathogens that are high on its list of 

priorities [6]. Silver nanoparticles (AgNPs) are now one of the most 

well-known and well-studied MBNMs in the world. They are also 

the most widely exploited MBNMs against various pathogenic 

microorganisms because of their strong toxicity to bacterial cells 

and relatively simple synthesis methods. Many researchers have 

reported the antimicrobial activities of AgNPs against both Gram-

positive and Gram-negative bacteria [7]. This is attributed to their 

multiple mechanisms of antimicrobial action, although the exact 

mechanism is not yet fully understood. This review provides an 

overview of recent literature on the mechanisms of action and 

green synthesis of silver nanoparticles for overcoming the 

challenges of antimicrobial resistance.  

 

Methods 
 

In this review, we searched for research papers using keywords 

such as antimicrobial resistance, mechanisms of microbial 

resistance, silver nanoparticles, and green synthesis. The 

researchers then critically examined the research papers that met 

these word criteria and reported their conclusions.  

 

Results and discussion 

 
Mechanism of microbial resistance 

 

 Several mechanisms have been reported to describe bacterial 

resistance to antimicrobial drugs. Naturally, some bacteria are 

resistant to antimicrobial drugs, while others acquire resistance 

through excessive and indiscriminate use of these drugs, which 

has led to the emergence of new resistant strains [8]. The antibiotic 

resistance mechanism is therefore divided into two sorts:  

 

Natural  

 

Cell wall or outer membrane thickening prevents antimicrobial 

entry, activates efflux pumps (lipophilic and hydrophilic) on the cell 

membrane, and inactivates the drug (beta-lactamases hydrolyze 

the beta-lactam ring in penicillin and cephalosporins) [9].  

 

Acquired  

 

Comprises genetic material alterations (mutations, transformation, 

transposition, and conjugation) and biochemical mechanisms 

(secretion of alternative enzymes to degrade the concerned 

antibiotics; enzymatic modification, such as methylation, 

adenylation, acetylation, etc., of target molecules; use of alternative 

pathways and quorum sensing; antibiotic sequestration) [10]. Some 

of the most important mechanisms by which bacteria obtain a 

survival advantage range from efflux pump mutations to destruction 

of antibacterial agents, as shown in Figure 2. To understand the 

mechanisms of antibacterial resistance, it is important to know how 

antimicrobial agents work. In general, the mechanism of 

antibacterial resistance ranges from accelerating antibiotics efflux 

through bacterial efflux pumps to decreasing the time required for 

medication to diffuse inside bacteria [11-12], to alteration of binding 

sites for antibiotics [13], alteration of bacterial porins’ structure, 

which decreases bacterial permeability to antibiotic influx [14], 

and destruction of antibacterial agents by hydrolytic enzymes [11]. 

Usually, bacteria may develop resistance using one mechanism or 

combining more than one to fight antimicrobial drugs. 

Understanding the resistance mechanism is essential to identify 

the possible target for effective medication and new antibiotic 

development in the future.   

 

Nanotechnology-based perspectives on overcoming Antimicrobial 

Resistance  

 

Nanotechnology is rapidly becoming an essential tool that offers a 

transformative solution to combat the escalating menace of AR. To 

develop innovative strategies for targeted drug delivery, biofilm 

disruption, and overcoming bacterial resistance mechanisms, 

researchers are harnessing the unique properties of NMs. The 

admiration of nanotechnology results from the possibility of 

obtaining materials that have better chemical, electrical, thermal, 

mechanical, or optical properties. Materials with dimensions of 1–

100 nm are commonly referred to as NMs. Their unique small size 

provides novel properties, such as greater interaction with cells due 

to a larger surface area and controllable application [15]. NMs 

penetrate bacterial envelopes through Van der Waals forces, 

receptor-ligand interactions, and hydrophobic interactions, 

damaging the structural integrity of the bacterial membrane. As a 

result, they interfere with the proton motive force across the cell 

membrane, limiting the bacteria’s ability to store or produce 

energy [16]. These novel properties have caught the attention of 

researchers because they can help overcome bacterial resistance 

patterns. By encapsulating various antibiotics within the same 

NMs, researchers can prevent resistance development, reduce 

higher drug efflux and lower uptake, target intracellular bacteria, 

and inhibit biofilm formation. This approach also aids systemic drug 

circulation time and reduces side effects on healthy cells and 

tissues, ensuring that a larger amount of the dose reaches the 

disease site [17-18]. By exploring the interaction between NMs and 

bacteria, researchers may use nanotherapeutics as an alternative 
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to conventional antibiotics to treat bacterial infections. Many 

different classes of NMs have been reported to control and combat 

microbial resistance [19]. During this review, we shall focus on 

green AgNPs. This is because silver has a strong and independent 

action over pathogens, and its antimicrobial properties may be 

applied to various research, medical, and industrial uses and offer 

solutions to the crisis of AR compared to conventional 

approaches.  

 

Green synthesis of AgNPs  

 

The shift from conventional to green nano-formulations indicates a 

noteworthy change in antimicrobial research and therapy. The 

unlimited pharmacological possibilities in nature’s resources 

provide optimism for novel therapies and improve healthcare. 

Green synthesis explores naturally sourced starting materials and 

low-energy processes as a sustainable alternative to conventional 

synthesis approaches, as shown in Figure 3. This approach relies 

on a cleaner, safer, and more eco-friendly nanomaterial 

manufacturing process [18]. Synthesis of green AgNPs is of 

considerable interest in the struggle against AR because of their 

unique mechanism of action. Although NPs are prepared by a 

series of chemical and physical methods, as shown in Figure 3, 

these methods are avoided due to their tendency to result in 

undesired toxicity, which is due to the use of perilous chemicals as 

reducing and capping agents. However, the development of 

biologically inspired experimental processes, such as using plant 

extracts, bacterial extracts, yeast extracts, microbial extracts, and 

algal extracts as reducing, capping, and stabilizing agents, offers 

significant advantages [20]. Generally, two major approaches are 

in practice in the synthesis of AgNPs, which are the "top to bottom" 

and "bottom to top" approaches. A bottom-to-top approach involves 

using chemical or biological processes to synthesize NPs by self-

assembly of atoms into new nuclei, which grow into nanosized 

particles. In the top-to-bottom approach, bulk material is broken 

down into fine particles by size reduction with various lithographic 

techniques, e.g., grinding, milling, sputtering, and thermal/laser 

ablation. Generally, phytochemicals (including terpenoids, 

alkaloids, phenolics, sugars, etc.) present in biological extracts can 

reduce metal salts from a positive oxidation state to a zero-

oxidation state when mixed in solution. Silver, gold, iron, and 

copper are the most used metals, with silver being the most widely 

studied because of its unique antimicrobial properties, which can 

be incorporated into composite fibers, cryogenic superconducting 

materials, cosmetic products, the food industry, and electronic 

components [21]. It is important to state that till present, plant 

extract has become the preferred choice over microbes and 

chemicals in the synthesis of AgNPs due to its fast development, 

giving a single-step strategy, affordable convention, and 

nonpathogenic and eco-friendly nature for NPs amalgamation, as 

shown in Table 1. It has been widely proven that the presence of 

secondary metabolites like terpenoids, alkaloids, phenolic 

compounds, reducing sugars, proteins, etc. are grossly responsible 

for the reduction, capping, and stabilization of AgNPs, as shown 

in Figure 4. In the process of AgNPs synthesis using plant extract, 

secondary metabolites present not only reduce the silver salts 

(Ag⁺) to metallic silver (Ag0) but also cover the formed AgNPs or 

act as in situ reducing, stabilizing, and capping agents [23-24]. 

Usually, the synthesis of plant extract-mediated AgNPs can be 

divided into three stages: activation phase, growth phase, and 

termination phase [24]. This type of green synthesis is 

advantageous because it acts in a multifunctional way: it (i) 

prevents the agglomeration of the NPs, (ii) reduces the toxicity, and 

(iii) improves antimicrobial action, especially with plants that have 

high antimicrobial properties [25]. Synthesis of AgNPs using plant 

extract finds its possible application in the biomedical field, 

especially in antimicrobial development. The first approach of the 

green synthesis of AgNPs from alfalfa sprout species was reported 

by Gardea-Torresdey [26]. 

 

 AgNO3                         Ag+   +   NO3- 

Ag+   +   Phytochemicals                     Ag0, E0 = +0.08 V 

 

Antimicrobial mechanism of AgNPs  

 

AgNPs are now well-established as a promising alternative to 

antibiotic therapy because they possess remarkable potential for 

solving the problem associated with the development of multidrug 

resistance in pathogenic microorganisms, hence regarded as next-

generation antibiotics [37]. Although antimicrobial activities of 

AgNPs alone or together with conventional antibiotics have been 

reported against several Gram-negative and Gram-positive 

bacteria, there is no comprehensive knowledge about the exact 

mechanism of their mode of antimicrobial action and toxicity [38]. 

Nevertheless, more research has focused on the antimicrobial 

mechanism of AgNPs to reveal their mode of action. Up to date, 

three well-defined mechanisms of AgNPs have been proposed so 

far: (i) cell wall and membrane damage, (ii) intracellular penetration 

and damage, and (iii) oxidative stress [39]. Two major ways exist 

by which AgNPs act against microbial resistance. (i) Ag⁺ 

ions, which are released, can react with the phosphorus and sulfur 

groups containing proteins of the microbial cell wall, thereby 

causing AgNPs to attach onto cell membranes and making a hole 

and shrinkage of the cytoplasm and membrane detachment, finally 

leading to cell wall destruction as shown in Figure 5. The leakages 

created during cell wall destruction allow inward passage of 

Ag⁺, which destroys ribonucleic acid (RNA) and deoxyribonucleic 

acid (DNA), hinders DNA duplication, and generates reactive 

oxygen species (ROS), which cause both intra- and extracellular 

damage [40]. (ii) AgNPs in combination with other drugs are used 

as carriers to bypass microbial efflux pumps, intracellular 

hydrolysis, and biofilm formation. Also, AgNPs have been used to 

ensure that the highest concentration of antimicrobial drugs was 

delivered to the target or infected sites and, in that way, overcome 

AR [41]. 

 

Toxicity of green AgNPs  

 

The toxicity of green AgNPs is a major issue that needs to be 

carefully studied because the conversion of metal to its nanoform 

brings the risk of toxicity. The toxicity concern of AgNPs is suitably 

reduced with the green synthesis approach, i.e., reduction, 

stabilization, and coating of the AgNPs are achieved by the 

biocompatible material, and hence the toxicity concern is reduced 

in most of the cases. Generally, the main essence of coating the 

AgNPs is to provide stability and thus prevent agglomeration or 

accumulation, but the biocompatibility feature of the coating makes 

the green-synthesised AgNPs employable for antimicrobial 

applications [62]. The severity of the toxicity of the AgNPs is also a 

factor in the mode of administration and exposure duration. Small 

AgNPs demonstrate a higher degree of toxicity in comparison to 

large AgNPs with the same chemical composition, crystalline and 

lattice structure, because their removal from the environment is not 

as easy or efficient. They can also penetrate the cellular membrane 

with ease, leading to nucleic acid and free radical production [63]. 

Toxicological investigations have demonstrated that small AgNPs 

(less than 100 nm) cause more severe respiratory health impacts 

and inflammation in comparison to bigger AgNPs (greater than 100 

v 
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nm). Higher concentrations of AgNPs can promote NP 

accumulation, thus reduce their toxicity when compare with smaller 

concentrations [64].  

 

 Limitations of green AgNPs  

 

Over the past decades, NMs have been developed using classical 

chemical methods. The disadvantages of classical methods were 

the use of hazardous chemicals, which resulted in serious toxicity. 

Presently, the global research community has noticed the 

importance of green synthetic methods as a simpler process that 

provides a way out of the use of toxic compounds and unstable 

precursors. Developing NMs through green nanotechnology proves 

to be a far better method, as it not only removes the use of toxic 

and expensive chemicals but also is energy efficient and produces 

eco-friendly products and by-products [65]. Although the rapid and 

green synthetic methods using biological extracts have shown 

great potential in AgNPs, there are drawbacks associated with this 

method because the current trend of research is mainly focused on 

using the crude extracts as reducing and capping agents. There is 

no comprehensive knowledge about the mechanism by which 

isolated pure phytochemicals are involved in the synthesis, purity, 

stability, and mode of antimicrobial inhibition [62]. In addition, 

significant variation exists in the chemical compositions of crude 

extracts of the same species when collected from different parts of 

the world, and this may lead to different results in different 

laboratories [30]. This is the major drawback of the synthesis of 

AgNPs using extracts as reducing and stabilizing agents.  

 

Overcoming the limitations of green AgNPs  

 

In providing solutions to the complexity and diversity associated 

with using crude extracts as reducing, capping, and stabilizing 

agents, researchers have tilted towards isolating pure compounds 

and using them to carry out green synthesis of AgNPs. Although 

this is an innovation, people have not done much in this regard. 

Only a few works have reported the use of pure compound isolates 

in the preparation of MBNPs. Very recently, Omolaja and others 

used two pure chalcones, helichrysetin and helichrysin, isolated 

from Helichrysum foetidum, for the successful synthesis of quasi-

monodispersed gold nanoparticles in the size range of 2–12 nm. 

These MBNPs are biostable with no cytotoxicity when tested 

against the HaCaT keratinocytes and provide a therapeutic 

appraisal of the AuNPs/chalcones conjugate towards the 

development of antidiabetic drugs [66]. The first report of the 

phytomediated synthesis of gold and silver nanoparticles using 

Aspalathin (ASP) as a reducing and capping agent in the formation 

of crystalline structures with different shapes and dispersity of 

ASP-AgNPs and ASP-AuNPs in the ranges of 1.6–6.7 nm for 

AgNPs and 7.5–12.5 nm for the AuNPs. Although they are 

stabilized with polyethene glycol, they are less stable in selected 

biogenic media. However, they have remarkable potential for 

cancer cell treatment soon [35]. 

 

 

 

 

Figure 1. Antibiotic discovery and its associated resistance development [4].  
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Figure 2. Mechanism of antimicrobial resistance [6]. 

          
Figure 3. Different approaches to synthesising NPs [18].  

 

 

                     

Figure 4. One pot green synthesis of AgNPs [27]. 
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Figure 5. Antimicrobial mechanism of AgNPs [42].  

 
Table 1. Examples of phytochemicals involved in green synthesis of AgNPs as capping, stabilizing, and reducing agents. 

 

Plants Capping, stabilizing and reducing agents References 

Aegel marmelos Tannin [28] 

Trianthema decandra Saponin [29] 

Acalypha indica Quecetin [31] 

Hibiscus rosa-sinensis Carboxylate ion groups [32] 

Solanum xanthocarpum Alkaloids, phenolics, sugars [33] 

Syzygium cumini Polyphenols [34] 

Azadirachta indica Flavonoids, terpenoids [35] 

Achyranthes aspera Polyols [36] 

 

 

Table 2. Examples of green AgNPs with antibacterial and antifungal activity.  

 

Plant Shape and size (nm) Antimicrobial property against References 

Malva parviflora Spherical, 50 Fusarium solani, fusarium oxysporum, helminthosporium 

rostratum and alternaria alternate 

[43] 

 

Brassica oleracea Spherical, 20 Streptococcus pneumonia ATCC 10015, Staphylococcus 

aureus ATCC 6538 

[44] 

Fragaria ananassa  Spherical, 7-65 Pseudomonas aeruginosa and bacillus licheniformis [45] 

Nyctanthes arbortristis Spherical and oval, 5-20 Escherichia coli [46] 

Carica papaya Spherical, 5-40 Staphylococcus aureus, bacillus substills [47] 

Mangifera indica Quasi spherical, 30.51 ± 5.3 Pseudomonas aeruginosa [48] 

Cestrum nocturnum Spherical, 20 Vibrio cholera and enterococcus faccalis [49] 

 

 

Table 3. Examples of green AgNPs with antibiofilm activity. 

 

Plant Shape and size (nm)   Anti-biofilm properties against References 

Hyptis suoveolens Spherical, 40-55 Candida sp. [50] 

Dononaea viscosa Spherical, 40-55 Candida sp. [50] 

Camellia sinensis Spherical, 11.3 Pseudomonas aeruginosa, Staphylococcus aureus, 

klebsiella pneumoniae and enterococcus faecalis 

[51] 

Anethum graveolens Spherical, 9.67 Pseudomonas aeruginosa, Staphylococcus aureus, 

klebsiella pneumoniae and enterococcus faecalis 

[51] 

Glochidion lanceolarium Spherical, 92.3 Staphylococcus aureus, Pseudomonas aeruginosa and 

Escherichia coli 

[52] 

Semecarpus anacardium Spherical, 62.72 Staphylococcus aureus, Pseudomonas aeruginosa and 

Escherichia coli 

[52] 

Bridelia retusa Spherical, 74.56 Staphylococcus aureus, Pseudomonas aeruginosa and 

Escherichia coli 

[52] 
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Table 4. Examples of green AgNPs having cytotoxic activity. 

 

Plant Shape and size (nm) Cytotoxic activity References 

Juglans regia Spherical, 31.4 Breast cancer cell line (MCF-7) [53] 

Phoenix dactylifera Spherical, 67 Colon cancer cell line (LoVo) [54] 

Ferula asafoctida Spherical, 105.7 Colon cancer cell line (LoVo) [54] 

Acacia nilotica Spherical, 100.4 Colon cancer cell line (LoVo) [54] 

Piper longum Spherical, 15-40 Breast cancer cell line (MCF-7) [55] 

Azadirachta indica Spherical, 34 HepG2, LoVo and MDA-MB231  [56] 

Calligonum comosum Spherical, 90.8 Hepatoma G2 (HepG2), Colon cancer cell line (LoVo) and 

Breast cancer cell line (MDA-MB231) 

[56] 

Cyperus conglomeratus Spherical, 70-100 Breast cancer cell line (MCF-7) [57] 

Tinospora cordifolia Spherical, 25-50 Human lung adenocarcinoma cell line (A549) [58] 

 

 

Table 5. Examples of green AgNPs with wound healing properties. 

 

Plant Shape and size (nm) Form used Studied using References 

Curcuma longa Spherical, 15-40 AgNPs loaded 

cell lines 

In vitro wound scratch assay using I.929 fibroblast 

cell lines 

[59] 

Catharanthus roseus Spherical, 80-250 Nano-formulation Mice excision wound model [59] 

Azadirachta indica Spherical, 40-80 Nano-formulation In vitro mice excision wound model [59] 

Scutellaria barbata Spherical, 20-40 Coated cotton 

wound dressing 

In vitro wound scratch assay [60] 

Boletus pinnata 87.77 Different 

concentration of 

AgNPs 

In vitro wound scratch assay using I.929 fibroblast 

cell lines 

[61] 

 

 

Conclusion 
 

Antibiotic resistance has obviously become a global crisis, which 

necessitated the urgent search for alternative antimicrobial agents. 

In the last decade, researchers have channeled many efforts into 

developing safer methods for synthesizing AgNPs. Green 

synthesis is one of the methods that has gained massive attention 

from researchers due to numerous advantages mentioned earlier. 

However, limitations have been reported in recent works carried 

out using this method. These limitations are due to the complex 

nature of crude extracts. Also, significant variation exists in the 

chemical compositions of crude extracts of the same species when 

collected from different parts of the world. At present, pure 

compound isolates are better alternatives to crude extracts for the 

synthesis of AgNPs. However, more work is needed to understand 

factors like the cost of isolation and purification, limited availability, 

reduced synergistic effects, and toxicity concerns at high 

concentrations of pure compounds, which could restrict their use 

as antimicrobial drugs. 
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